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MEMORANDUM FOI: SEE DISTRIBUTIOXN

SUBJECT: Radio Frequeney Identification (RFID) Policy - UPDATE

This memorandum updates the “Radio Frequency Identification (RFID) Policy™,
dated October 2, 2003, This pulicy update provides revised business rules for the use of
high data capacity active RFID {Attachment 1) and an initial set of business rules for the
implementation of passive RFID and the use of the Electronic Product Code (EPC)
compliant tags within the Department of Defense (DoD) supply chain (Attachment 2).
This policy and associated business rules will continue to be relined as we implement the
active RFID capability and pilot the passive RTID capability over the next six months.

Dol Components will continue maximum cffort 1o immediately implement and
expand the use of high data capacity active RFID currently employed in the DoD
operational environment. DoD Coniponents will also plan for a January 1, 2005
iniplementation of the passive RFID business mles. These rules, which are in
Attachment 2, include the requirernent tor DoD suppliers 10 pul passive RFID tags on the
cases and pallets of materiel shipped to the DaD as well as on the packaging of all items
requiring & Unigue [dentification (UID). DoD Components will establish an initial
capability to read passive RFID lags and use the dala at key sites by January 2005, The
Defense Logistics Agency has committed to making the strategic distnibution conters
{San Joaquin, CA, and Susquebanna, PA) capable of reading passive RFID attached o
shipments received from suppliers and applving passive RFID tags on shipments to DoD
activities and units hy that date.

A key component to implementing RFID throughout our supplier base is the
publication of a Defense Federal Avguisition Regulation (DFAR) mle goveming the
application of RFID to the case/palletitem packaging for matenel purchased by the
Department. 'T'o that ¢nd, | have directed the Deputy Under Secretary of Defense
(Logistics and Materiel Readiness) (DUSD(L&MR)) to work with Defense Procurement
and Acquisition Policy to develop a proposed rule for publication in the Foderal Register
by May 2004. The mule will require passive RFID tagging at the case, pallel and UID
item packaging level for all new solicitations issued aficr Oetober 1, 2004, for delivery of
materiel on or after January [, 2005,
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Use of RFID Lo streamline our supply chain meludes the intepration of RFID event
data into the Dol Ingistics information systems. To achieve this goal, the Assistant
Deputy Under Secretarv (Logistics Sysrems Management) will determine the
requirements needed to integrate the RFID data into the DoD data environnient in
consonance with the Business Enterprise Architecture, The effort will include the
intepration with legacy/modernized logistics svstems, muiddleware translation
requircmients, architecture and enterprise infrastructure requircments, and data security
issues. The results of this effort will be available March 2004 and wall assist DoD in
decisions for legacy systems support as well as new systems development across the
Do,

In order to provide a capahility to purchase passive RFIT) technology and leverage
the purchasing power across the Departmient, the Army’s Program Executive Office
Enterprise Information Svstems (PEO ELS) office will establish a multi-award contract
mechanism o procure EPC compliant technology. Contracts will only be awarded to
vendors who meet the published EPC 1ag specification.

Much remains w be completed prior o issuing the linal RFID policy in July 2004,
This requires your continued strong supporl of RFID policy development effort led by the
Assistant Deputy Under Secretary (Supply Chain Integration). The RFID 11T will
complete the following tasks and resolve the remaining issues outlined below:

o  Finalize DoD requirements far use of the EPC (March 2004)

o  Finalize Dol passive RFID technical specifications — tags and infrastructure
{March 2004),

¢ Identify RFID budpet requirements (March 2004)

s Conduct a second Dol RFID Summit for Indusery (Apnl 2004)

&  Puhlish a proposed DFEARS Rule for the application ol passive RFID tags at point

of origin (manufacturer/vendor) on items procured by DaD (May 2004)

Complete an analysis of the initial RFID implementation projects (June 2004)

Complete an analysis of applicable regulations and olher requircments, such as

Hazards of Electromagnetic Radiation to Orrdnance (HERQ) certification (Junc

2004

Provide a final RFID policy and implementation strategy (JTuly 2004)

Implement passive RFID contract schedula (August 2004)

Develop an education and training plan for Do) RFID (September 2004)

Issue final DFARS rule effective October 1, 2004 (September 2004)
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We will continue to partner with our suppliers on this erilical initiative. An RFID
enabled DoD supply chain will reduce our operating costs, allow us to refocus critical
manpower resources, and will provide a kev coabler for the asset visibility support



needed by our warfighters. Your efforts are vital to oursuccess in meeting this
requiranmient. Additional information is available a:

http: v gey.osd.millog/ chd index, html.
oy
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POLICY PRINCIPLES FOR USE OF ACTIVE RFID TECHNOLOGY IN THE DOD
SUPPLY CHAIN
Active RFID Business Rules in support of Combatant Command Asset Visibility

Ceneral Overview

Active RFTE tags are data rich and allow extremely low=level RF signals to be recaived by the
tayg (since the reader/interrogator does not power the tag), and the tag (powered by ils intermnal
souirce) can pencrate hiph-level signals back to the readersinterrogator, Active KFTT) tags can
hold large amounts of data, are continuously powered, whether in the reader/interrogator licld or
not, and-are normally used when a longer tag read distance 1s desired.

The Dol Logishics Automanie Identification Technology (1.0G-ATT) Office 15 the 1ol focal
point forcoordinating overarching guidance for the wse of AIT within DoD. The I'rogram
Executive Difice, Enlerpnise Inlonmation Syvstems (PEQ EIS), Prodoet Manager - Automatic
Identification Technology (PM-AIT) Office is the procurement activity for AIT equipmenl (ke
wielude REID eguipment and infrastmueture) withun the Dold. The Defense Logisties Agency
(DLA) is the procurement activity and single manager for all active RFID tags, Users will
coordinate REIDY equipmentintrastructure procurement through PM-ATT and tag procurement
from DLA to ensure interoperability and compliance with this policy,

Dol users will develop internal active RUID CONOPS and implementing procedures by | July
2004 o ensure waal witeroperabilay and standardized implementation throughout their
OTZANIZAtIONS.

Active HFID Business Rules for immediate implementation to meet Combatant Commind
Asset Visibility Reguirements

Sustainment/Retrograde Cargo

All Layer 4 Treight Containers (2.2, 20040 foos sea vans, large engine containers) and palletized
(463 L awr pallets) sustamment/retrograde shipments must have active data-rich RFID 1ags written
with content level detail (nomenclature, stock number ete.) and applicd at the point of origin by

- Layer4 = Freight container (e.g. 20 or 40 foor SeaVans, 4631 Pallets with net)
An article of banspour] eguipment
»  Ofa permanent character and accordingly strong enough to be suitable for
tepeated use.
» Specially desizried 1o facilitate the carriage of zoods by ong or more modes ol
transport, withoul mtennediate reloadmg,
»  Fitted with devices perminting its ready handling, particularly its transler from
one mode ol transport 1o goother
»  Sodesigned as to be easy o Tl and empty.
s [laving an imemal volume of 1 m” or more.
The term “freipht contamer” includes neither vehicles nor conventional packing.

Attachment |



POLICY PRINCIPLES FOR USE OF ACTIVE RFID TECHNOLOGY IN THE DOD
SUPPLY CHAIN
Active RFID Business Rules in support of Combatant Command Asset Visibility

all activitivs (meluding vendors) stuffing containers or building air pallsts,  Containers and
contents by the vrgamzation making thie change
Unit Movement Equipment and Cargo

All Laver 4 Freight Containens (.. 20040 foot sea vans, large engine containers) and palletized
(463 1. air pallers) unit move shipments, as well as all major orgamzational equipment, must have
active data-rich RFID tags wrilten with content level detail (nomenclature, stock number etg.)
and apphed at the pomnt of ongin by all activities (including vendors) stuffing containers or
building air pallets, Exception to s requirement applics o self-deploying areraft and ships.

Ammunition Shipments

All Layer 4 Fropht Containers (e 20040 oot sea vans) and palletized (4631, air pallets)
ammunition shipments must have active data-rich RFID mes written with content level detml
(nomenclature. stock number ele.) and apphicd al the point of ongin by all activities (incliding
contractors) stufling containers or building i pallets. Contamers and pallets reconfigured during
transit must have REID tags updated 1o accurately rellect new contents by the organization
kg e change,

Prepositioned Muateriel and Supplies

All Layer 4 Freipht Contamers (¢ p. 20040 foot sea vans, large engine containers) and palletized
(4631, air pallets) prepositioned stocks or War Reserve Matericl (WRM), as well as all major
organizational equipment, must have active data-rich RE1D tags wnitten with content level derail
(nomenclatng, stock nmumber sic) and applied at the point of origin by all actvitics (including
vendors). Dxecution for current afloat assets will be completed during nermal mamtenance cyele
or gooncr as desired.

RFID Tag Files

All active dara-rich RFID fag files will be written with content level detail (namenclatore, stock
number, ete.) in accordunce with approved formats and farwardad to the regional in-transit
visibility (ITV) serveris) for futher ransmission w0 Glubal Transportation Network ((FI'N) and
other global asset visibility sysivms as appropriate.  ITansmission must be in accordance with
cstablished Dol) data timeliness guidelines.

RTID Infrustruclure

USTRANSCOM will ensure that designated strategic CONUS and QCONUS acrial ports and
seaports (including commercial perts) supporting nulitary opzrations have RFID equipment
(inlerropalors, write stations, taps, brackers) with read and’or write capability 1o meet Combatant
Commander requirement for asset visibility. Military dnd commereial ports will be instrumented



POLICY PRINCIPLES FOR USE OF ACTIVE RFID TECHNOLOGY IN THE DOD
SUPPLY CHAIN
Active RFID Business Rules in support of Combatant Command Asset Visibility

wilth Bxed or mobile capabilily based on volume ol activily amd duration of the requitemont at
the poit.

Mulitary Departments and Combat Suppont Agencies are respansible for end-te-end Tn-Transit
WVisihility and will ensure sufficient RIFID infrastructure and equipment (interreogators, wrile
stations, lags. and brackels) s appropriately positioned in order to fully support Combatant
Commander OPLANs and military operation=. Az above, military and commercial ports will be
wstrumiented wilth lixed or mobile capability basced on velume of activity and duranen of the
requirement at the port.

To ensure users take maximum advamage of inherent efficiencies provided by this wehnulogy,
RFID capability will be Tully integrated mle eaisting and future logistics automated informarion
systems in order thar RFID recorded evenrs hecome automatic transactions: of record.
Geographical Combatant Commanders may direel Service Components?Combatl  Suppert
Agencics to acquire, operate, and nmamtmn other theater supporung RFID infrastructire to meet
changing theatrer aperations.

As o general rule, an organization responsible for port or logistics node operation s also
responsible for mstalling, operating, and mamraiming appropriate RETD eapability., Addittonally,
when responsibility for operating & specific port or node changes (e.g, acrial port operations
change from sirategie to operational), the losing actvity 15 responsihle for coardinating with the
paining activity to ensure REID capability continues without imterruption.

Fz |

RITD Funding

The cost ol implementing and operatmg RFID technolagy is considered 2 nermal cost of
transportation and logistics and as such should be funded through routine Operations and
Maintenance or Working Capital Fund processes. It s the responsibility of the activity at which
containers, consolidated shipments, or air paliets are il or reconfigured to procure and vperal:
sufficient quantities of RFID eguipment (interrogators, wrle stations, tags, bracksts) to support
the aperations. Warking Capiral Fund achvines providing this support will use the most current
DoD guidance in determining whether operating cost authority (OA) or capital invesmment
program [CIP) authority will be usad to pracure the required RFIE equipment. 1f the originating
activity of the Layer 4 containersconsolidaied air pallet 13 8 vendor location, it is the
responsibility of the procuring Servics/Agency 1o procure sutficient RFID equipment W provide
to the vendor to meet the requirement. Addivenally, Combatant Commanders are responsible for
voordinating with their Service Components 10 ensure adeguate enroute RFID infrastruélure is
acquired ard operating at key togistics nodes.

Lad



POLICY PRINCIPLES FOR USE OF ACTIVE RFID TECHNOLOGY IN THE DOD
SUPPLY CHAIN
Active RFID Business Rules in support of Combatant Command Asset Visibility

RFID Tag Return

The DILA auremared wholgsale management system will provide tags through existing supply
charmels, The single Ilem Manager lor the active RFID sustainment tags is the Defense Supply
Center Philadelphia (DSCP), Tnventory Control Point (ICP) Routing Identifier Code S%1 Only
new Condition Code A tags will be suld o custumens

All returned tags: thal are serviceable aller relurbishment will be reecived into wholesale
inventory as Condition Code B and will be available as free issue from the DLA Defense
Distribution Center (DDIC) when they are plaved on a palletrcontainer by DDC. This will spread
the savings acrasy the Dol Commumty of active tag users. When DDC requisitions tags,
Condition Cede B tags will be mssued first. 11 there are no Condition Code B tags avadable for
igsue to the DO, the DDC will pay the standard price for Condition Code A tags. Activities
miay use the Defense Logistics Management Supplemuent Matericl Retlurns Program (MRP) to
return tags no longer required and receive raimbursement for packaging, crating. handling, and
rransportation (PCH&T) costs. Excess taps sent back without MR transactions will not result in
PCHET rennburserment (o the costomer, The PCH&T reimbursement incentive for tags received
with MRP transactions will result in reduced costs and savings to DoD [rom reusing the
Condition Code B tags, The Militury Servaees, other reguisitioners and users may apt o establish
their nwn vetail operation for used tags and mcur the cost of refurbishment themselves,

KELD 'ag Formats

The Dald LOG-ATT Office is responsible for conrdinating, establishing, and maintaining RFID
tag formats and data content. The RFID tug procedures will be wdentticd in the Defense
Transportation Repulation (Dal) 4500.49-R ) and the format requirements published in MIL STD
129 (DOD Standard Practice for Military Marking lor Shipment and Storage).

REID I'TY Server Management

The PM-AIT Office will manage the RFID ITY Servers. All Military Serviess, Cambatant
Commanders, and DoD Agencies operated REID interrogators will forward their data to the ITV
servers maintained by PM-AIT. This will enable the PM-AIT Oflive w program for funding and
provide # centralized management struerure for the regional [TV Servers, including the
SIPRNET ITV server., PM-AIT is responsible lur ensunng that ITV system performance and
information assurance requircments are in accordance with DoDD 8500.1 and DODI 5500.2.
The NIPRNET-hazed TTV servers must be interoperable with GTN, GTN 21, JTAWIDE, and
other DoD Logistics Systems as determined by the PM-ATT Office and the User
Represantative(s). The SIPRNLET-based ITV server mus! interoperate with Global Combat
Support System (GCSS) and Global Command and Contral System (GCCS) and other classified
systems as determined by PM-AIT and the User Representative(s). PM-AIT will be responsible
for maintaining the aceredilation and nelwortluness certification of all 1TV sarvers,



POLICY PRINCIPLES FOR USE OF PASSIVE RFID TECHNOLOGY IN THE DOD
SUPPLY CHAIN

Passive RFID Business Rules for the DaD Supply Chain

General Overview

Passive RFID taps reflect enerpy from the readerinterropator or recerve and teimpararily store a
smiall umount of energy frum the readerimterrogator signal 1in order to generate the tag response:
Passrve HFID requires stronp RE sipnals [rome the reader/interrogator, and the RE sipnal strenpth
returned from the tag is constrained o very low levels by the limited energy. This low signal
streripth equares toa shorter range for passive tags than for achive tags.

semi-passive taps ditter from passove i that sem passive 1aes passess an miermal power source
(battery) for tag circuitry which allows the tag © complete other functions such as monitoring of
cuvirommenial conditwons (Qumperature, shock) and whuch may catend the tag sienal rangs

Passive RFID Business Rules commencing January 12005 for all materiel purchased by
1hol)

Case/Pallet Level Tagging™arking

|, Casesfwarehause pallets of materiel (except bulk commaoditics such as sand, pravel ar liquids)
will be tagged at the point of engin (manufacturer’vendor) with passive RUID tags at the
case/pallet level (2 level packaging)

2. Dolesites where materigl 1s assoemted into casesiwarchouse patlets will tap these matenel
arid supplies with an appropriate passive RFID tag ar the casepadllet level (2" level packaging)
prior (o further irans-shipment o ollow-on DOD orgamizations, Apeneies, or Scryioes. The
Defense Logistics Agency will ensure the strategic distmbution centers at San Joaquin, CA and
Susguechanna, PA will be passive REID cnabled by January 1 2005,

Item Level TaggingMarking

I. All items that require 2 Unigue Idensification (UID), and irems specified by the provunng
activity, will be ragped on the item packazing ar origin (manufachurer~vendor) with a passive
RFID tag.

Note: Specilic tag orientation and locaton. as well as physical mounting requirements arc being

reviewed and will be addrassed in forthcaming revizions to hoth this policy and the appropriate
Dol documentation.

Attachment 2



POLICY PRINCIPLES FOR USE OF PASSIVE RFID TECHNOLOGY IN THE DOD
SUPPLY CHAIN

Passive RFID Business Rules for the DoD Supply Chain
Clontract/Saliciration Regquirements
All new solicitations for materiel 1ssued after October 1, 2004 for delivery an or after
January 1, 2005 will contain a reguirement for passive RUID tagging at the case, pallet (2™ level
packaging) and UID tem packaging fovel in acgordance with an appropriate [Tefense Federal

Acquisition Regulation (DFAR) Rule/Clause.

Technical Specifications

The following able outlines the specific focus of this policy by RFID layer and identifies the tag
tvpe, lap class, and Dol approved trequencey of the tags along with the nominal read ranges,

RFID | Description | Tag | Class | Frequency Read Range | Requirement

Layer ~Type | Tag | :
)1 or Not y e
1] ftem Passive Yol 02 LUHF im IY0ENRL Roquined
higher

li.l:f.lul-ruil un

1 Ttem Packuage | Passive Lrlglh{;: UHF im LITDsspecified ilems
f Jan 1. 2005 _
3 Tn;ttmmrl Pasiive I!._.I ur UILE ¥ Required 1. 0an 2005
Lunit, case. | higher
3 Unit L.oad, Passive | .1 or LHF im Reguired 1 Jan 2005
pallet, | higher

RFID tag specification;

1. When available; the DoD will wse the Eleetrome Product Code (EPCT) Class 1, (Gensration 2
tag.

2. Until the EPC Class [, Genzration 2 e is available, the DoD will accept current EPC tags for
tests, pilots, and mitial implementation projects.

3. Imtially, the DoD will require & tag utilizing a 96-bit tag foritzms acquired in accordance
with the passive RETD husiness males.

4. The ultimate goal for the DoD is 1o use an open standard, EP'C complhiant lag that will support
Dol end-to-end supply chain mlepration

Passive RFID Infrastructure. Architecture, and Integration

To efisure users take maximum advamage of inherent efliciencics provided by rhis rechnology,
RFID capability will be fully inteprated into existing and future logistics Automated Information
Systems (AlSs) i urder that RFID recorded events become automatic trangactions of record, The
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POLICY PRINCIPLES FOR USE OF PASSIVE RFID TECHNOLOGY IN THE DOD
SUPPLY CHAIN

Passive RFID Business Rules for the DoD Supply Chain

DUSTHLEMR) Logisties Systems Management office will analyze and review passive REID
daly requirements for inclusion into the DoD DBusiness Unterprize Architecture (BLA) and
orvice/Aponcy/Dol) lovel atomated information systom (AIS) intepration,

Thiz review will melade:

*  DoD Dusiness Enterprise Architecture
*  Legacy and modermzed AN mtegranon
Dty infrastrocture reguirements (middleware, process servers, network, et}

Security

Passive RUID secunity is at the network or architecture level: The DUSD{L&MR) Logistics
Bystem Modermzation ollice, 1 covrdmation with the Jomt Stall, sl aoalyee nd review
passive RFITY data infrastructure and netwark security requirements.

RFID Funding

The cost of implementing and operating RFID technology 1s considered a normal cost ol
ransportation and lopisties and as sucl should be funded through routine Operations and
Maintenance or Working Capital Fund processes. It is the responsibility of the activity at which
cases/warchouse pallets are built to procure and operate sutticient quantitics ol RFLD cquipment
{interrogatars/readers, Wwrite sTANONS, 1825, @1¢.) o support the operations, 1t 18 the responsibility
of the activity al which eases‘warchouse pallets are recvived, (Lo acuvily where the “supply”
receipt is  pwocessed) to procure and operats suffictent quantities of RFID eguipment
(interrogatorsireaders) o support rectiving operalions, Working Captial Fund activitics
providing this support will use the most eurrent Dol) guidance m determining whether eperating
cost authority (DA or capitl invesunemt program (CIP) awhority will be used o procure the
required BFID equipment.

i



